
Can your pharmacy afford a HIPAA fine?

A recent HIPAA violation resulted in a $1.4 million jury verdict against 

Walgreens. Enforcement of HIPAA has become more stringent and that trend 

will continue. Moreover, pharmacy owners are required to safeguard both 

protected health AND customer credit card information. Most pharmacies lack 

the IT expertise and resources to safeguard customer information. ANX has an 

affordable solution that addresses both HIPAA and PCI compliance challenges.

SecureHIPAA
SecureHIPAA provides pharmacies with a comprehensive protection program that assists busy 
owners with everyday questions and issues that relate to the privacy and protection of patient 
information. The main features and benefits include access to our information web portal with 
live customer support, together with liability protection that effectively transfers a significant 
portion of patient data breach risk away from the pharmacy, all for a nominal cost.

The SecureHIPAA Program Includes:
•  Up to $100,000 of annual HIPAA/HITECH protection 

per healthcare practice for the following expenses 
associated with a breach of protected health information: 
mandatory audit, civil fines and penalties and breach 
notification

•  $10,000 benefit for crisis management expenses
•  Up-to-date information necessary to effectively manage 

the ever-changing landscape of HIPAA
•  Live Telephone support staffed by data security 

professionals
•  Priority alerts
•  Informational webinars
•  Downloadable policies, forms and office notifications

Protection for HIPAA violations resulting in a lawsuit 
from:

•  Theft of electronic patient files
•  Physical theft of patient files
•  Procedural mistake with patient information
•  Employee theft of patient files or related information

SecureCompliance
ANX also provides both HIPAA and PCI compliance protection 
in a single, affordable solution called SecureCompliance. 
This solution provides comprehensive financial protection 
against HIPAA and PCI violations, plus tools and support to 
make it much easier for pharmacy owners to meet these 
complex requirements.

ANX® is a trademark of ANXeBusiness Corp. Call us at (313) 268-1606 or visit ANX.com
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Why ANX?
Experience
ANX began as a security idea in 1998 
and has been protecting companies 
for over 13 years. From its inception, 
security technology and customer 
support have been at the core of 
ANX’s corporate DNA. 

Unwavering Support
ANX is at its best when there’s a 
vital need. Phone calls are answered 
quickly and 97% of issues are resolved 
on the first call. ANX is transparent, 
honest and accountable. Customer 
satisfaction is a measurable metric 
across all functional areas. 

www.ANXSecureHIPAA.com
(313) 268-1606
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$100,000 HIPAA/HITECH Protection Services z z z
HIPAA Risk Assessment Wizard z z z
HIPAA Compliance Recommendation Report z z z
Live Telephone Support from Security Specialists z z z
Crises Management Support and Reimbursement z z z
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$100,000 Data Breach Protection Services z z
PCI Self-Assessment Questionnaire Wizard z z
Task Management and Reporting, Security Policy Templates z z
PCI eLearning for cashiers and owner z z
External Vulnerability Scanning z z
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Secure Cloud Gateway managed stateful inspection firewall with 
24x7 monitoring z
Unified Threat Management with Anti-Malware, Intrusion 
Detection, and Web Content Filtering z
WiFi Hotspot (available) z
Rogue Wireless Detection z
Internal Scanning z
Secure Remote Access with 2-factor Authentication z
Site-to-Site VPN z
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Risk Assessment
•  Risk Assessment is the critical tool for understanding the threats to your organization. You can’t protect what 

you don’t understand. Risk Assessment is the first step that any organization should take in developing an 
Information Security Program.
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Information Security Policy
•  Describes what information needs to be protected and why, expresses management’s commitment to 

protecting the information and describes to the reader how the information is to be protected.
Deficient

Acceptable Use Policy
•  Describes what action the reader may and may not take iring sensitive information on their corporate  the 

organization’s information.
Passing

Employee Handbook
•  Gives the organization the employee’s permission to conduct appropriate background employment. Deficient
Background Screening Policy
•  Gives the organization the employee’s permission to conduct appropriate background checks as a condition 

of their employment.
Passing

Confidentiality Policy
•  Explicitly states to the reader that all information encountered during their employment is the property of the 

organization
Deficient

C
ri

ti
c

a
l C

o
n

tr
o

ls

Firewall Policy
•  Firewalls are necessary for anyone storing sensitive information on their corporate networks Passing

Wireless Policy
•  Wireless networks should be appropriately secured on networks where sensitive information is present Deficient

Password Policy
•  The selection of appropriately strong passwords is one of the fundamental, yet effective information security 

controls. 
Deficient

Confidentiality Policy
• Gives the organization the employee’s permission to conduct appropriate background Passing
Confidentiality Policy
• Gives the organization appropriate background employee’s permission Passing
Confidentiality Policy
•  Explicitly states to the recurring sensitive information on their corporate ring sensitive information on their 

corporate 
Deficient

Deficient

01. Risk Assessment

02. Information Security Policy

03. Program Management & Support

04. Asset Management

05. Trustworthy Human Resources

06. Physical & Environmental Security

07. IT Communications & Operations

08. Access Control

09. Systems & Application Development

10. Incident Responses

11. Business Continuity Management

12. Program Maintenance & Compliance
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